
 

 
- 1 - 

MSTC Ӑ 

C  

 

C ἩṬ 
pluskid@MSTC 

BUG ҍ DEBUG  

Bugs are by far the largest and most successful class of entity, 

with  nearly a million known species. In this respect they 

outnumber all the other  known creatures about four to one.  

       -Professor Snopeôs Encyclopedia of Animal Life  

BUG ѿ  

1878̃̂ף ̆Bug ѿҩ ľ Ŀԅ̆Ғ Ҍ⌠

Ȃ 

1947 9 9 ѿ̆ҩ ׆ Harvard Mark II Ҭ ₮ԅѿ

ĺĺ ̆ ⌠ ҉̆ ΏҊ ̔ľ1545 #70

F̂ ̃ ῤȂ ԅ ѿ ȂĿ 
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bug The Daily WTF(Worth Than Failure): 

http://thedailywtf.com/  

ᴇף BUG 

 ̧ 1985-1987 ï Therac-25 medical accelerator: Ҭ ᴆ ̆

5ֲ ֙̆ ֲ ᴴȂ 

http://thedailywtf.com/
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 ̧ 1996 ï Ariane 5 ( ַ ᾝ)̆ ԍ buğ ꜚ Ҍ⌠ѿ

№ ӊῤ Ȃ 

 ̧ 1962 ï Marriner I ̆ ԍ ѿҩ Ώ Ὲ ̆

buğ Ẓ ̆ ҉ Ȃ 

 ̧ ŀŀ 

 

 ̧ Collection of Software Bugs: 

http://www5.in.tum.de/~huckle/bugse.html  

 ̧ Software Horror Stories: 

http://www.cs.tau.ac.il/~nachumd/verify/horror. html  

C  

VISUAL C++ ׃  

 

http://www5.in.tum.de/~huckle/bugse.html
http://www.cs.tau.ac.il/~nachumd/verify/horror.html
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Visual C++ Express( ╠

2008) Microsoft Ғ ᶫ

ҙ ѿҩ Ḃ

̆ ᾧץ Ҋ ᶏ ̆

ӟ C/C++ ᶏ Ȃ 

 

1. FileĄNewĄProject (Ctrl+Shift+N)  

2. Win32ĄWin32 Console ApplicationĄEnter Project NameĄOK 

3. Application SettingsĄcheck Empty ProjectĄFinish 

ꜚ  

1. Debug  

2. BuildĄBuild Solution (F7)  

3. DebugĄStart Debugging (F5) 

 

ץ ף ѿ ̔ 



 

 
- 6 - 

MSTC Ӑ 

C  

 

 ̧ DebugĄToggle Breakpoint 

 ̧ F9 

 ̧ ₯ ᶷ ̆Ῥ ₯ −ץ ̆ ץ ⌠

ᵬ ̔ 

Â ̔ ̆ᵖҌ− Ȃ 

Â when hit̔ ץ ꜚ ѿ֓ ꜚᵬ̆ᶛ

₮ѿ Ȃ 

Â hit count̔ ᴆֽ̆

Ҭ Ȃ 

Â condition̔ ᴆֽ̆ ᴆ ̆ᶛ ̔

a==2043 && b==2044Ȃ 

 

└  

ꜚ ӊ ̆ ΐ ҉ᴪ₮ ѿ֓ └ ῏ ̆ ֓ פ

Ӟ ץ Debug Ҋ ⌠ Ӟ̆ ᶏץ Ȃ Ҭ

ᶷ №ᴪ ѿҩ ╠ ⌠ԅף

ѿ Ȃ 
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 ̧ Stop Debugging, Restart Debugging̔ ӈ 

 ̧ Break All̔ ץ ꜚ Ả  

 ̧ Continue̔ ̆ ⌠Ҋѿҩ ₮ 

 ̧ ̔ѿ ѿ  

Â Step into̔ ⌠₱ ↕ ῀₱ ᵣ 

Â Step over̔ Ҍ ῀₱ ᵣ̆ ₱ ᵬѿ  

Â Step out̔ ⌠ ₮ ╠₱ ᵣҹ  

 

ꜚ ӊ ̆ Һ Ҋ ᴪ₮ ѿ֓ ╠ ̆№↓

ҩ tab ̆ ̆ ץ DebugĄWindows ῒפ

₮ ̆₃ҩ Ḥ Ҋ̔ 

 ̧ Locals̔ ╠₱ ṿȂ 

 ̧ Call Sack̔ ╠ Ḥ ̆ ץ ⌠₱ ῏ Ȃ 

 ̧ Breakpoints̔ Ḥ Ȃ 

 ̧ Output̔ ₮ᴪ Ȃ 
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 ̧ Watch̔ ץ ῀ᴋ ṿ̆₃Ӎ C

̆ץ ץ ₱ ̆ᵖ Ҍ ◐ᵬ Ȃ Ҭ

ԅ ṿᴪץ ֦ ₮ Ȃ 

 ̧ Immediate Window ̔ ҳץ ῀ѿҩ ṿ̆ᵖ Ҍᴪ

ἝWatch Ҭѿ Ḡ ҩ Ȃ 

̆ ף ҉̆Ӟ ץ ῤ ̔ 

 

GDB ׃  

gdb GNU ᴆ ᶫ ̆ gcc ԅѿ

̆ ̆ ᵣ ⌠ Ҭ̂

Unix ҍWindows MinGW Cygwin Ȃ ̆ ԅ

C ӊ ğcc/gdb C++ȁObjective-CȁAda Pascal

Ȃgcc/gdb Linux Unix Ҭ ‰ ̆

Linux ῤ Ӟ Ғ gcc Ȃ 
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Visual Studio Ҍѿ ̆

gccȁgdb Ҍ ѿҩ

̆ ᶫԅѿ ↓ פ

ΐ̆ ץ ѿ֓

̂ᶛ Emacs̃

IDÊᶛ Eclipsẽץ Ғ

GUI ╠ ̂ᶛ ddd̃

ᶏ ̆Ӟ ץ פ ᵬȂ 

gdb Ғ bug ̔ 

For a fish, the archer fish is known to shoot down bugs from 

low hanging plants by spitting water at them.  

ҹ Ạ‰  

̆ ҹ ̆ ᴪ̂ױ Ҍ ҹ ’Ҋ̃῏

ᴨ (-O)̆ (-g)Ȃ -̆Wall warninğ

Ӟ ץ ̆ ᾧѿ֓Ҍ bug̔ 

gcc - g - Wall program.c - o program 

ӊ gdb ꜚ ̔ 

gdb program  
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ӊ ᴪ₮ gdb shell̆ ῀ 

run args  

ꜚ ̆args ᴰ פ Ȃ ̆ ꜚӊ╠̆ ᴪ

ᾢ ̆ ѿҊ ῏  Ȃפ

GDB SHELL Ҭ  

gdbҬ ѿҩ פ help̆ ῀ help ꜛ ̆help

ҩΐᵣ פ ץ ⌠ פ ᶏ Ȃ ̆ gdb shellҬ

ѿ֓ ᶏץ ̂ Linux shell Ҍ ̆ ҹ ᶏ GNU 

readline ̃̆ №↓ҽ Ҋ̔ 

 ̧ Tab̔ ץ פ ῃ 

 ̧ Ctrl+P̔ Ҭ ҉ѿ  פ

 ̧ Ctrl+N̔ ҬҊѿ  פ

 ̧ Ctrl+A, Ctrl+E ̔ ⌠ ȁ  

 ̧ ῀ פ ̆פ Ҍ ῀ᴋᵥ פ ↕ ╠ѿ

ҩ  Ȃפ
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פ ᴪ Ώ̆ᶛ backtrace פ ץ Ώ bt ף ̆ ̆

ӈ ’Ҋ Ӟ̆ ץ Ώѿҩ╠ ̆ɒ ̆ ԍ help פ ̆ ῀ hȁ

he hel ץ Ȃ 

Ҋ↓₮ѿ֓ץ ΐᵣ̂פ ꜛ ̃̔ 

 ̧ quit̔ ₮  

 ̧ run̔ ꜚ ̆ ץ ᴰ פ ̆Ӟ ᵬ̂ң

╠ѿᵝ cygwinҊ gdb buğҌ

ҩ ḱ ԅ ̃Ȃ 

 ̧ break̔ ̆ ץ ѿҩ₱ ȁ ף ѿ ѿҩῤ

̆ ҹץ ѿҩ ᴆȂᶛ ̆b main ᴪ main

₱ ѿҩ Ȃ 

 ̧ condition̔ҹ ᴆȂᶛ ̆cond 1 argc==1ҹ ҹ 1

ᴆ argc==1Ȃ 

 ̧ info i̔nfo ѿ ↓ ῒҬ̆פ info breakpoints̆ ₮↓ץ

̆ ץ ⌠ ҩ ᴆȂ 

 ̧ next̔ ̆ Visual Studio Step overȂ 

 ̧ step̔ ῀̆ Visual Studio Step intoȂ 

 ̧ finish̔ ⌠ ╠₱ ₮̆ Visual Studio Step outȂ 
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 ̧ where̔ backtrace ѿҩ ̆פ ץ ╠ᵝ Ȃ 

 ̧ list̔ ץ ף Ȃ Ṝ gdbᴪ ꜚ Ҋѿ

ף ̆list פ ץ ѿ ף ╠ N ῤ Ȃ 

 ̧ print̔ ץ ѿҩ ṿ̆ ԍ Visual Studio Immediate 

WindowȂ 

 ̧ display̔ ᵌҍ Visual Studio Watch ̆ Ṝ ѿ

ᴪ ѿҊ ṿȂ 

 ̧ watch̔ ̆ watch Visual Studio ҩWatch

Ҍѿ ̆ѿҩ watchpoint ԍѿҩ ̆Ҍ

ѿҩ ̂ ῤ ̃҉̆ ṿ ᴪἝ ԅ ѿ

Ҭ Ҋ Ȃ 

ѿҩῖ gdb ꜚ ̆run ̆ ₮ ₮̆ where

⌠₮ ᵝ ̆ ̆ ̆ ₮ ᴆᶏ next

step ̆ ₮ Ȃ 

EMACSҬᶏ GDB 

ᶏ gdb ѿ֓Ҍ Ḃ ̆ ף ̆ ғ

Ӟ ̂ ΐᵣ⌠ ѿ ̆ ῀ ᴆ ȁ Ȃ̃Emacs

ѿҩⱳ ῃ̆ ̆ Ӟ gdb ̆ ץ
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ᵬѿҩ gdb╠ ᶏ Ȃ ׃ ѿҊ Emacs ᶏ gdb

̆ Emacs Ȃ-.- 

Emacsᶏ M-x gdb ꜚ gdb ̆ ꜚӊ ΐ ᴪ ̆

ғ ᴪ₮ ̆ҍ Visual Studio ᵌȂѿҩῖ Emacs

Ҋ ̔ 

 

̆ Ҭ gdb shellҬ ῀ gdb ̆פ Ҍ

ᶏ ΐ Ȃ ᶏ gdb shell ԍ ץ ⌠

֦ ף ̂ ̃̆ ғ Ἕץ Visual Studio
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ף ₯ ⱴ − ̂ Ҍ ᵬ

Ҭ̆ ᶏץ C-x C-a C-b C-x C-a C-d Ạ ᵬ̃Ȃ 

 

ῤ BUG  

ῤ Bug ׃  

C ῒҬѿҩ ԍ ץ ῤ ᵬ̆

ҩ Ӟ ҹԅѿҩ bug ĺĺῤ bug Ȃ

ῤ bug ̔ 

Õ ῤ ̔ Ⱶ ӊѿȂ 

Õ ‖ ₮̔ᴧ ῃ ̆ ѿ № ῃ ̂ ῀

᷅ȁ ̃ ‖ ₮ Ȃ Visual C++ C

‰ getsȁstrcpy ₱ ѿ C4996 ̆ ‖

₮ Ӟ ℗ Ȃ 

Õ ̆ ῤ Ȃ ѿ ̆ ̆

ᵬ ⌠ԅ ҹ̆↕ ’ ӏ ̂ᶛ ᶛף

01̃̔ Linux Ҋ ᴪ ҹ ₮ segmentation fault ( )

₮̆ Windows Ҋ↕ ᴪ ₮ѿҩ ᵌ ̔ 
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Ҍ ̆↕ ҩ Ḥ ῃ ̆bugҍ

ԍ ̆ Ḡ ⱬ ̆ ↕ᵀ Ҍ⌠ԅ̆

ἝҊ ҩ ̔ 
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Õ ῤ ∆ ̆ ╠ ₃ᵝᾞ ̆ ҩ bugᵌӍ ѿ ̆ᵖ

Ӟ Ҍ῀̆Ҍ ₮ ҹ ̆

ᵖ ז ԍ└ Ӱ̆֟ ῒז ̆ ғ ԍ ∆ ῤ

̆ Ҍ ȁ ᴪ֟ Ҍ ̆

Ҍ ̆ Ȃ 

ῤ ΐ valgrind  

 

Valgrind ѿ ῤ ╩ (profiling) ΐ̆ῤ ꜛ

ױ ₮ ⌠ buğ ̔ 
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Õ ῤ  

Õ Ώ ԅ ῤ  

Õ ѿ ῤ ῤ  

Õ  

Õ № ῤ  

Õ ∆ ῤ  

Õ Ώ 

valgrind ᶏ ̆ ᾢ gcc -g ̆ ̔ 

valgrind -- tool=memcheck -- leak - check=yes ./program  

valgrind ᴪ ̆ ⌠ ҉̆ ₮ ᵌԍ ̔ 

==19389== Invalid write of size 1  

==19389==    at 0x4C22F0F: strcpy (in ... )  

==19389==    by 0x400692: copy_string (buggy.c:11)  

==19389==    by 0x4006B6: main (buggy.c:16)  

==19389==  Address 0x5179053 is 0 bytes after a block of size 

19 alloc'd  

==193 89==    at 0x4C21E03: malloc (in ... )  

==19389==    by 0x400663: copy_string (buggy.c:6)  
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==19389==    by 0x4006B6: main (buggy.c:16)  

╠ 19389 (Pid)̆ ҩ ץ ԍ

№̆ ץ Ȃ ₮ ῤ ̆ ̆ ₮

№ ԅ 19 ̆p Ώԅѿҩ Ȃ ₮ԅ₮ ᴆץ

̆ѿ ᵝӊ ₮ ԅȂ 

ῒז ѿ֓ ₮ Ҍѿѿ↓ ԅ̆ѿ ̆ ̆valgrind ѿ

֓ ץ ᵥ Ạ profiling ̆ ץ Ȃ 

GDB ⱳ  

gdb ѿ֓ ⱳ ̆ ≢ 7.0 ⱴ῀ԅ

Python Ȃ 

̆ ӈ ̆ ῏ פ reverse-continueȁ

reverse-next reverse-step Ȃ Ҍ ľ Ŀ ̆

ľ Ŀ⌠ӊ╠ ̆ ’̆ѿҩ ṿ̆

̆ ῒ ṿӊ╠ ṿ̆ ԍ ҩ ̆ Ӈҹԅ

̆ ѿ Ҋ ̆ Ḃ ѿ֓

Ữ Ӟ̆ ̆ ғ ᴪ ѿ Ȃ 

֓ ’ҊӞ ᴪ ̆ ѿҩ buğ

ṜҌ ԅѿҊ step̆ ҩ Ṝ reverse-stepѿҊ̆ ↕

׆ ѿ ԅȂ ѿ ̆ Ҍ ҆ ̂ғҌ ╠ gdb
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ҩ ∆ ̃̆ ̆ ѿ ⱳ

ѿ email̆ reverse-nextѿҊ Ῥ ̙ 

῏ԍ Python ̆ ץ gdb Ώѿ֓ Python └

̆ᶛ ̆ ѿҩ ᴆľ ҩ ԍ ṿ ғ ╠ѿ

₱ foobarĿӊ ̆ C ₮ ̆ Ώѿҩץ

Python ₱ ᴆ Ȃ 

Ҍ ̆ ֓ Ԑ ⱳ Ҭ Ҍᴪ ≢ ̆ Ҍ

ױ ̆ ῐ Ԋץ ῏ Ȃ 

 

₮ ԅ ױ ̆ Ӟ

Ҍ ҕҺ ̆ᶛ ̆ Ԉ ᴆ №

Ҭ̆ ᵬ Ҍ Ȃ ̆

҉ ѿ ̆ ֓ buğ ᵰץ ̆

₮ ᵬ ᵬ ̆ ץ ᵰץ Ṝ̆ ԅȂ

ҹ ’ ץ ̆ gdb ֲ gdb

gdb ץ ̆ Ӈ Linux kernel ֲ ▲ԅȂ 

̆ Ṝ̆ ױ ’Ҋ ̆ ̆

’Ҋ̆Ӟ ѿ֓ ץ Ȃ 



 

 
- 20 - 

MSTC Ӑ 

C  

 

core dump 

Linux Ҋ̆ ₮ ₮̆ᴪ֟ core dump ᴆ̆ ’Ҋ

ulimit ԅ ҩⱳ ̆ Ҋ ҩ  ̔פ

ulimit - c 5000  

ᾛ ֟ 5kBץῤ core dump ᴆ̆ ץ ̆

Ώ⌠ shell ꜚ Ȃ core dump ᴆ Ạ corĕ

ԅ ₮ ҩ ̆ gdbⱴ core ᴆ̔ 

gdb program core  

ץ ѿ֓Ԋ № ̆ᶛ ̆ ץ backtrace פ ₮₮

̆ ѿ֓ ṿ ̆ ԍ ᵝ bug ꜛȂ 

printf  

printf Ạ Ȃΐᵣ ̆ ױ

ԍ ҹ ѿ֓ ṿ̆ ṿ ₮

̆ҍ ’ ̆ ץ ⌠ Ȃ 

ᵬ ѿ֓ ̔ 

Õ ᾢ̆ ԍҌ ₮ ̆ Ҍ ⱴ ₮ ̂

₮Ḥ ̆ ⌠ ԅ̃̆ ץ ᴪ
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ⱴ ₮ ̆ ԅ̆ ѿҩ ̆

ḱ ף ̆ ̆ Ῥ̆ ₮ Ȃ ԍ ̂ᶛ

̆ ף C++ ̃ ’̆ ҩ ᴪ ̆

ҹ ̆ ғ Ạ Ȃ 

Õ ῒ ̆ ⌠ԅ ̆ Ҍ − ֓ ₮ ̙

₮ ᴪ ̂ᶛ Ώ ѿҩ HTTP proxy̆

ԍ ԅ Ḥ ̃̆ ≢ ⌠ ҉Ȃ

֓ ₮ ף ҩ ̆ ῃ ӞҌ ̆ ғ̆҆

ѿץ ⌠ԅ ᵌ bug ̙ ῬΏѿ ֓ ᵌ ₮ Ȃ

ѿҩ ױז Ȃᵖ ̆ ᵥ̆ף ᴪ ӰȂ 

ᾧ ף Ӱ ‗ ᶏ ‰ ΐ̆ᶛ ̆ ’̆ ץ

ᶏ Ҋ ѿҩ ̔ 

#ifdef DEBUG  

#define LOG(args) printf args  

#else  

#define LOG(args) ((void) 0)  

#endif /* DEBUG */  

Ḥ Ṝ̆ᶏ  

LOG(("a = %d, b = %d \ n", a, b));  
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ԅ̂ץ ̃̆ Ṝ̆ ӈ DEBUĞ

ץ ⌠ ₮̆ ӊ ץ DEBUG ӈ̆ LOG

Ṝ ᴪ ̆Ӟ Ҍᴪ֟ ᴋᵥ ₮ԅȂ ᶏ

֓ ̆ ԍ ױ ѿ ̆ Ӟ ץ Ḃ ꜚ Ȃ 

ԍ ҹ ̆ ᶏץ ѿ֓ ҈

̆ └Ȃ 

̆printf Һ ң ’Ҋ̔ 

Õ ԍ ’̔ ꜚ ԅ -.- 

Õ ԍ ’̔ ҹⱬԅ̆ᶛ ѿ֓№  

assert  

assert ̆ printf ᵌ Ӟ̆ ױ ѿ֓ ṿ̆

ѿ֓ ῀ ̆ ץ

ȂҌ ҍ printf ѿ֓Ҍ ӊ ̔ 

Õ C ‰ ̆ assert  

Õ ῀ Ӟ ῏ ̆ Ṝ Ҍᴪ֟

₮̆ ғ ӊ ̆ ᴪ ҹ ̆Ҍᴪ

Ȃ ̆ ѿҩ ̆ ץ ⌠

ᵬ Ȃ ף ҬḠ Ạ Ȃ 
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Õ ₮ ӊ ₮̆ printf ↕ Ԋ Ῥ № Ȃ

ԍ ⱬӞ ѿҩ ̆ ҹ bug ̆ Ṝ

Ӟ ̆ ≢Ҥ Ṝֲ̆ױ ᴪ

ẁ ԍᶏ ⱴ Ҋ buğ Ҍ

Ȃ 

 

ᵬ ѿҩ RPG ̆ Ӈ ľ№

ף Ŀԅ̆ ⱬ ̆ ᾥץ ΐ

̂ ľ Ŀȁľ Ŀ̃ ̆ ֲ ̆ ₃ҩ ̔ 

 ̧ ⌠ѿ ̆ ԅ ṿ ₮  

 ̧ MP ̆₃Ӎѿ ᾣ̆ ⌠ boss Ḃᶏ ̆

Ῥ ⌠ boss ԅŀŀ 

̆ Ҽ̆ᵖ ῒ Ⱳ Ⱳ Ȃ ѿ֓

’ ̆ᶛ ԍ ᴆ Ԉ buğ ᴪ

⌠ⱬҌ׆ ̕ ѿ֓ bug ⱬ̆ ᵰ ‰ ₴ ̆

ᴪѿ ᵰѿ ⌠ ╠̆ ₃ ѿҩ bug̔ѿ

Matlab ̆ ̂ ҹ Ҍ ѿ ̆ ץ ӞҌ ₃

ҩ ̃ӊ ᴪ ̆Linux Ҋ freezĕ Windows ↕

ῖ ̆ ԅ№ ף ӊ Ӟ≢ ԅ̕ ̆ ѿ֓ bug
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Ҍ ⱬ̆ᵖ ᴪ ̆ ₮ ̆ ‰ץ ̆ ᵰ ꜚ

ⱴѿҩ printf Ӟᴪ ̆ bugҬ

ѿ ѿҩ H̔eisenbuğ bug№ ᴪ ⌠(update: 

ӊ╠ ↓₮ heisenbugԅ̆ ҩ Ύ bugԅ-.-)Ȃ 

Ҍ ̆№ ף ₃Ӎ ָӇ ԅ̆ ̆

Ҍ ԅ̆ debug қ ̆ ץ ̆

ף ᴪ Ȃ ̆№ ף Ӟ Ҍѿ Ԋ ̆ ╠

ҙ ף № ΐ ꜚ№ ף

⌠ buğῒ ῃ (-Wall) Ӟ ᵌ

Ạ ԅȂ 

̆ ָӇΐᵣ ץ ̆p

ѿ №̆ ף Ṝѿ Ḡ

̆ ғѿ Ԋᾢ Ȃ

ѿҩ ̔ ̆ ѿ

ҩ ̆ ᵰ ⱳ ז ̆

ᵰΏ ף ĺĺᵰ ᵥ ҩⱳ ̆

ז Ҍ̆ ̆ Ҍ ԅӊ

ᵰ ₮ ̆ ᵞ

ҩқ ̆ ӈ ԍ̆ Ṝᵰ ҹ ľ Ŀԅ

ѿҩқ ̆ᵖῒ Ӱ ̆ ≢ֲ ̆ Ҍѿ ԅ̆

̆ ҩ Ṝ ᴪ ̆ ᴪ


