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BUG b DEBUG

Bugs are by far the largest and most successful class of entity,
with nearly a million known species. In this respect they
outnumber all the other known creatures about four to one.

-Professor Snopedsmdlifeycl opedi a
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printf({"Welcome bhack: #sWyn",
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NVIDIA Setup Error @

| Setup detected that the operating system in use is not Windows . This
/ setup program and its associated drivers are designed to run only on
Windows . The installation will be terminated.

M-- ﬁl Search Microsoft.com for:

Help and Support

Help and Support Home Select a Product | Advanced Search

Error Message: Your Password Must Be at Least 18770
Characters and Cannot Repeat Any of Your Previous
30689 Passwords

bug &  The Daily WTF(Worth Than Failure):
http://thedailywtf.com/

0 E BUG

1985-19871 Therac-25 medical accelerator: M T o) -

5, 7 ., HA
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http://thedailywtf.com/

19967 Ariane 5 M. "HY ¢ bug b ([ W

Ne Hp A
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Collection of Software Bugs

http://www5.in.tum.de/~huckle/bugse.html

Software Horror Stories:

http://www.cs.tau.ac.il/~nachumd/verify/horror. _ html

VISUAL C++

+— VisualC++208
2 oz Express Edition
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http://www5.in.tum.de/~huckle/bugse.html
http://www.cs.tau.ac.il/~nachumd/verify/horror.html

Visual C++ Express( [k

) ooy e
Relea 55!

Configuration Manager...

2008) Microsoft £ L 3
i 3 e B
6 “Tvyo W oa -
3 CIC++ a A

1. FileA NewA Project (Ctrl+Shift+N)

N

w

Win32 A Win32 Console Application A Enter Project NameA OK

Application Settings A check Empty Project A Finish

1. Debug
2. Build A Build Solution (F7)

3. DebugA Start Debugging (F5)
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DebugA Toggle Breakpoint

, F9
, Dp v v " P Dyoy - R |
b €
A ‘ TPb- A
A when hitt 7y 0 } WYy b
NEFW: A
A hitcount' ~ i D % | ﬁz?;tlzni
0 T A tree[f
treelt
A condition' ~ D" ) v
a==2043 && b==2044A
L
- H O i srwFE oWl L v ' o
3"y Debug 11 [“3" ya A T
o U New W@ = [ 21
WA
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Stop Debugging, Restart Debugging H

. BreakAll "y - A
. Continue T [Re
o W 2 W 2
A Stepinto [P N
A Stepovef b P 7 P bW 2
A Step out [ F [P v
: H © h ol wF s o~ Nei
N @ tab STy DebugA Windows i oi
F U osea H o W
. Locals g t vA
, CallSack [ H "y ([P T A
. Breakpoints' H A
. Output' Fw A
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Watch' Y T K v s M C
Y~ Ty B op b «b A
0 =i VAURY F A
. Immediate Window" " y x " We voop
"E Watch o T G @ A
3 - 9 i T3y 1 p
) segnode node(a, b);
[~ tree.push_back(node);
siziE W tree | [Z]({z=0b=50000 value=2147433647 ...}, {a=0
if (a|@ # [0]|{a=0b=50000 value=2147433647 ...}
tr B @ [1 | {a=0hb=25000 value=2147483647 ...} Ia (i
tree| @ a 0 ke_segtree(tree, (a -
} wb . |25000
return p| @ vall2147483647
! ¥ left [-1
i ¥ right [-1
GDB
gdb GNU » Mot N gce VW
0 - - r [ X T
\ Unix L Windows MinGW  Cygwin A -
C H ~ gcc/gdb ’ C++a Objective-Ca Ada  Pascal '\
Agcclgdb  Linux Unix T %o 0
Linux p 3 F gce A
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Visual Studio b W
Q@

gcagdbh b W
. L 2,

<1
—
U]

Py
o Emacs’
IDE* ©  Eclipse” y T F
GUI [ ~ o  ddd”
a ~ 37y D) 0 b A

€1

gdb F bug

For a fish, the archer fish is known to shoot down bugs from
low hanging plants by spitting water at them.

Y A %o

~ 5

Ty gt b Y "N
n. (-0y (-9)& ~-wall warning”
37 y0 O b bug

I gcc -g -Wall program.c -0 program
H gdb ~ ‘

I gdb program
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H w¥ gdb shell -
I run args
A7 “ args D b & A *n W
&) v w7 D A
GDB SHELL T
gdb T We 9 help help+”~ ' " help
el r o "y | D g As gdb shell T
W “vya ° Linux shell b " a GNU
readline " Neie W
Tab "y D a n
Ctrl+P* A~ T W )
Ctri+N* A~ TIW D
Ctrl+A, Ctrl+E" [ a
~ 9 D~ b “kv B ; L
@ DA
MSTC A
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) ) Q" o  backirace 9~ Yy Q bt 3

H "W 3" yr QWe | "o ° 6 help D 7 ha
he hel "y A
YNLFEW D" |, a ' o
. quit' ¥
. orun' C Y D b a 3 D" H
Lws 1§ cygwin 4 gdb bug b
@ k = " A
. break Y WeP a 19 W Waep
Ty We d®A® ~ bmainw main
P W e A
. condition' u p Ao~ condlargc==1u "~ u 1
p argc==1A
s info' info W 1 9 1 T info breakpoints™ ~ Y | ¥
- Yy [Ne - p A
s next N Visual Studio  Step overA
. step v Visual Studio  Step intoA
. finish' [ P ¥ Visual Studio ~ Step outA
11 MsTC A
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B

step

wheré  backtrace Wa D yi | A

list =y 0 A R gdbw * VW
q “list o7y W o | N p A
print" "y W @ v’ G Visual Studio  Immediate
Window A
display’ 3 b Visual Studio Watch o = 9 R W
w SR v A
watch' N watch  Visual Studio @ Watch
) bw W a watchpoint G Wa b
el ~ p R i v i wE 0= W
T 1WA
T gdb ; “orun N ¥ ¥ where
[ * B i ) ¥ pa next
v ¥ A

EMACST a  GDB

a gdb W b B - 0 N
) tre [ W v ~ o A ~ ~“AEmacs
Wew n°~ © 3 gdb Y
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bWe gb |- a A : WW Emacs a gdb

Emacs A -.-

Emacsa M-xgdbd™ ~ gdb v " H i wd T,

F oY wE i " b Visual Studio @ AWeTl Emacs

o

o 7 !

e @ emacs@kid-cad O O
Fle Edit Options Buffers Tools Gud Complete  InfOut  Signals  Help

=p &R FEOQTHOHFOOG L 20

Breakpoint 1 at 0x400651: file foo.c, line 40.
(gdb) r

Starting program: /tmp/foo

(gdb) n

(gdb) []

-U:**-  *gud-foo* Bot L17  (Debugger:run [end-stepping-rangel)------------------- g

Breakpoints| Threads
Hum Type Disp Enb Addr Hits What
1  breakpoint keep y  0x0000000000400651 1 in main of foo.c:4ﬂD

-U:%*- “*breakpoints of foo* All L2 J R

int main(int argc, char **argv) {
Hode *1ist = NULL;
int 1i;
» for (i =0: 1 <5; ++1i) {
Node *new_node = (Node *)malloc(sizeof(Mode));
1 new_node->value = i;
--:1--- foo.c 62% L44 (C/L Abbrev)------oommim i

) T ogdbshellT ~ gdb 9 b
a gdb shell G Y [
. n - ~~ ¢ 7 Y "E Visual Studio

gy
>
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q Dp ¥ - - b b
T " vya GCxCaGCb CxCaGd A b~ A
BUG
Bug
i The 6" Y b b
@ 3 wabea bug [ 1 p bug A
p  bug ‘
o ' F HWA
v F' A n N W Ne n - -
T a ~ v % A Visual C++
%o getstrcpy £ W Cc499%6  ~° [
M E 3 ® A
v D A s W Ny iy
b 1 [ = w'or [ D
01" Linux 1 ) " F  segmentation fault( )
¥~ Windows ] 1 v Flae 3 '
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hello. exe - FHEFES |

@ "D00411395" 155 5| FHR "0x00000000" MFF. 1BFATT-TEEA “written”.

EER HIEFE, (HEE YTRE” .
BRiEER . EFRE CHET .

& Terminal - gdb

(gdb) r
Starting program: /tmp/crash_call stack

Program received signal SIGSEGV, Segmentation fault.
0x03030303 in 27 ()
(gdb) bt

#0 0x03030303 in ??
#1 0x03030303 in ??
#2 0x03030303 in ?7?
#3 0x03030303 1in ??
#4 0x03030303 in ??
#5 0x03030303 1in ?27?
#6 0x03030303 1in ??
#7 0x03030303 1in ?27?
#8 0x00000400 in ?27?
#9 0x00000000 in ??
(gdb) |
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LK 22 SR B AAL SR

Microsoft Technology Club
Zhejiang University

0 »p - 8 "H @ bug3 M W oo
3 b b ¥ Y )
P 1 elLb VT N i Y F 6 A o
il b a B il
b - A
p { valgrind

Valgrind - W p L (profiing) {~ p *
oF [ bug =~
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o] Q v P

0 Wop 1 p

0

o Ne p

o 0 A D

0 Q

valgrind g 17 ® gcc -g N '
valgrind  -- tool=memcheck -- leak - check=yes ./program

valgrind v - N[ s F ocoe ‘

==19389== Invalid write of size 1

==19389==at Ox4C22FO0F: strcpy (in e )
==19389== by 0x400692: copy_string (buggy.c:11)
==19389== by 0x4006B6: main (buggy.c:16)
==19389== Address0x5179053isObytesafterablockofsize
19 alloc'd

==19389== at 0x4C21E03: malloc (in e )
==19389== by 0x400663: copy_string (buggy.c:6)
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==19389== by 0x4006B6: main (buggy.c:16)

s 19389 (Pid)” @ Y G6M
Ng Ty A F p - v ¥

Ne =, 19 P4 QuWe A FuF Y
[N B K ¥ VA

Pt W F bwwy W 3 7 valgrind W

Q
p>)

Yi o A profiling” ~ Yy @

GDB w
gdb W wo # 0 70 v©
Python A
- H 7 o’ reversecontinued
reverse-next reverse-step A b I L N
I L[H [ v i " Wl v”
- i vH [ v G @ Y Hu=x
- W W ~ 4B W'
o -3 T Ty W A
N3 v v W @ bug |
Rb vWINstep @ R reversestepWw I~ 1
[ W vAs W b T Fb | gdb
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@ A W w 0
W emaill  reversenextWw I P
" 6 Python - "y gdb QW% Python L
T W @ pl af G v |k w
i foobarl: H C ¥ T yaQwe
Python & ) A
b - £ w T bw # b
1 | " YH " A
F e 1 3
b b h oo T Ju b Ne
T b b As
j W - bug wY v
F b b " Y =ay R~ VA
u ’ Ty gdb O, gdb
gdb Ty i H Linux kernel 0 AVA
- R... 'l y |7l -
"3 W’ Y A
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. core dump

Linux 14" ¥ ¥ v¥  coredump ®° "N
ulimit v oew Y @ 9
| uimit  -c 5000
"H ¥ 5kByp coredump ®° " Y v
Q[ shell - A core dump B s A core
Y ¥ @ N gdby core '
I gdb program core
Y WOH Ne “ o "7y backtrace © ¥ ¥
' VA v o ¢ P bug TA
printf
printf A At ¢ - 1
G Y W' v© v F
e A A
b 4w '
0 © 6b ¥ “ib v F 2"
FH v ( i SV w
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k o ~ - P F A 6
- | C++  ~ T @ wi
W’ TF A
o i - [ = T b - ‘ F e
F oy ~oo Q Wae HTTP proxy
0 G ey H ~ % N
COF 2T 0| N a T 3b -
WY [ 3 bug , " PQW s ¥
W T Ap ~ v w
® n TVv _ a %o i~ - i ’
a " Ve

#ifdef DEBUG

#define LOG(args) printf args
#else

#define LOG(args) ((void) 0)
#endif /* DEBUG */

H R™ a
| Loc(a=%d, b=%d \n" a,b));
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Y i R” - y DEBUG
Yy F- Ho oy DEBUG §~ LOG
R wi 27 3 b’ kv FIAJg
' 27 6 N W - 3"y B 3 A
G u T ya Wi
- LA
printf h H n
0 G T : V-
0 G e Wwz33u ° W Ne
éassert
assert - printf 3”3 1 W' v©
5" . .o~
Ab b printf Wb oy
O C % * 4 assert
0 - 3 T R by”
¥ f H ~ ' Y 2 7 b
As ~ W @ Ty [
b A n TG A A
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F H 4 F° printf t Hb P° Ne

¢ z3 W @ 4 bug R
3 - EFH R™ . 1 W
W Ga ¥ ! bug b
A
b Wae RPG ~ H [ Ne
T C Ve y4 - \ Oy 1\ i
| Larl L~ - N 3 @
[ W il g% v ¥
MP T s MW W [ boss B a -
P [ boss = S
v ye p i w w A W’
’ v o G p JU 0 bug v
[zbC W bug z” A %o 2 -
w W AW [ L 3 e bug W
Matlab - W bT W ~y 3b 3
@ “H W “ Linux 1 freezé Windows 1
T - % Ne 0 H 3 ' - W' bug
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